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Significant Increase in Cloud-Based Attacks in the Last Year
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We expect to complete the acquisition of Evident.io, Inc. in our third fiscal quarter, upon satisfaction of customary closing conditions contained in the definitive agreement.
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Identity and Access Management

Prepared on 121082018

Avoid the use of the "root” account (Not Scored)

42

Ensure multi-factor authentication (MFA) is enabled for all 1AM
users that have a password (Scored)

Ensure credentials unused for 90 days or greater are disabled

Scored)

1) 8/8

Ensure access keys are rotated every 90 days or less [Scored]

Ensure 1AM password policy requires at least one uppercase

letter (Scored)

¢ for al IAM users that have a console password (Scored) { 1.2 ) B8

‘are disabled (Seored) { 1.3 ) 53784

Ensure 1AM password policy require at least one lowercase letter

(Scored)

erless (Scored) ( 1.4) 11745

Ensure IAM password policy require at least one symbol (Scored)

uppercase letter (Scored) { 1.5 )

Ensure 1AM password policy require at least one number

(Scored)

lowercisse letier (Scored) (1.6 ) 18

Ensure IAM password policy requires minimum length of 14 or
greater (Scored)

one symbol {Scared) ( 1.7 ) 18

Ensure IAM password policy prevents password reuse [Scored)

Ensure IAM password policy require at least one number (Scomd) (18 )

Ensure 1AM password policy expires passwords within 90 days or

less (Scored)

Ensure 1AM password policy requires minimum length of 14 or greater (Scored) (1.9 118

Ensure IAM password policy prevents password reuse (Scored) Profle Applicability ( 1.10 ) 118

Ensure no root account access key exists (Scored)

Ensure hardware MFA is enabled for the "root” account (Scored)

Ensure IAM password poiicy expires passwords within 90 days or less (Scored) ( 1.11) 118

Ensure security questions are registered in the AWS account (Not
Scored)

Ensure no root sccount scoess key exists (Scared) (1.12) a8

115

Ensure IAM policies are attached only to groups or roles (Scored)

XX XXX XX XXX XX S

Ensure IAM palicies are atiached anly 10 groups of roles (Scored) ( 1.15) 19764

Logging

Logging (2)

21

Ensure CloudTrail is enabled in all regions (Scored

2.2

Ensure CloudTrail log file validation is enabled (Scored)

23

Ensure CloudTral is enabled In all regions (Scored) (2.1) 72196

Ensure the 53 bucket CloudTrail logs to is not publicly accessible
(Scored)

Ensure CloudTrail log fle validation is anabled (Scored) ( 2.2 ) 12172

2.4

Ensure Cloud Trail trails are integrated with CloudWatch Logs
(Scored)

Ensure the S3 bucket CloudTrai logs 1o is not publicly accessible (Scored) (23 ) 44

Ensure CloudTrs tais are integrated with CloudWatch Logs (Scored) (2.4 ) 072

2.5

Ensure AWS Config is enabled in all regions (Scored)

2.6

Ensure AWS Config is enabled in al regions (Scored) ( 25 ) ars

Ensure 53 Bucket Access Logging is enabled for all buckets
(Scored)

Ensure §3 bucket access logging & enabied on the CloudTrall 53 bucket (Scored) (26 ) 44

2.7

Ensure CloudTrail logs are encrypted at rest using KMS CMKs
(Scored)

Ensure CloudTral logs ane encrypted at rest using KMS CMKs (Scored) (2.7 ) 0i72

2.8

Ensure rotation for customer created CMKs is enabled (Scored)

o o|ojoo DD|D Djo|ooo|ojo|ojpojo|oolo|oo |F

X XXX AN

Ensure rotation for customer created CMKS Is enabled (Scored) ( 28 ) ai4

Monitoring

Networking (4 )

31

Ensure a log metric filter and alarm exist for unauthorized AP1

calls (Scored)

Ensure no security groups allow ingress from 0.0.0.000 to port 22 (Scared) ( 4.1)

138/166 3¢

32

Ensure a log metric filter and alarm exist for Management Console

o|lo DDDDDDD‘DDI:IEIEIDEIDDDEIEIDDDDE

sign-in without MFA (Scored)

Ensure no secuity groups aliow ingress from 0.0.0.0/0 to port 3389 (Scored) (4.2 ) 154166 K

Ensure VPC Flow Logging is Enabled in al Appicable Regions (Scored) (4.3 ) 2177 %

iy f* ut.udlto
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Ll Reports ; Control Panel

?Help ~

Identity and Access Management ( 1)

1.1
12
13
14
15
16
1.7
18
19
1.10
1.1
112
1.15
Logging (2)
21
22
23
24
25
26
27
28

Avoid the use of the "root" account (Scored)

Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password (Scored)
Ensure credentials unused for 90 days or greater are disabled (Scored)

Ensure access keys are rotated every 90 days or less (Scored)

Ensure 1AM password policy requires at least one uppercase letter (Scored)
Ensure |AM password policy require at least one lowercase letter (Scored)

Ensure 1AM password policy require at least one symbol (Scored)

Ensure |IAM password policy require at least one number (Scored)

Ensure IAM password policy requires minimum length of 14 or greater (Scored)
Ensure |AM password policy prevents password reuse (Scored) Profile Applicability
Ensure 1AM password policy expires passwords within 90 days or less (Scored)
Ensure no root account access key exists (Scored)

Ensure 1AM policies are attached only to groups or roles (Scored)

Ensure CloudTrail is enabled in all regions (Scored)

Ensure CloudTrail log file validation is enabled (Scored)

Ensure the S3 bucket CloudTrail logs to is not publicly accessible (Scored)
Ensure CloudTrail trails are integrated with CloudwWatch Logs (Scored)

Ensure AWS Config is enabled in all regions (Scored)

Ensure S3 bucket access logging is enabled on the CloudTrail 83 bucket (Scored)
Ensure CloudTrail logs are encrypted at rest using KMS CMKSs (Scored)

Ensure rotation for customer created CMKs is enabled (Scored)

Networking ( 4)

8/8
8/18
53/64
11/45
/8
/8
/8
/8
1/8
/8
/8
6/8
19/64

72/96
72/72
4/4
0/72
3/5
4/4
0/72
0/4

XX XXX XXX XX XX S
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GDPRI Y R A Fy—I—XYFzvorZEBEIL

<= Add External Account P PERET Ll Reports % Control Panel ? Help ~

General Data Protection Regulation - GDPR

This report helps to define recommended AWS services to be correctly configured to protect personal data against accidental or
unlawful destruction; or accidental loss, alteration, unauthorized use, unauthorized modification, disclosure or access; and against Expand Accounts
all other illegal forms of processing.

This report uses the framework based on the AWS recommended best practices for processing GDPR workloads; reference below.
Each organization that falls under GDPR must define controls and monitoring for audit.

Reference links used in this report and for additional information:
Navigating GDPR Compliance on AWS

AWS General Data Protection Regulation (GDPR) Center

Art. 25 GDPR Data protection by design and by default

Art. 32 GDPR Security of processing

Art. 35 GDPR Data protection impact assessment

Access Control ( GDPR-AC)

Limit Access ( GDPR-AC-001) 3/5 3
Multi-Factor-Authentication (MFA) ( GDPR-AC-002 ) 0/3 %
Fine granular access to objects in Amazon S3 Buckets ( GDPR-AC-003 ) 154 /154 v
Fine granular access to objects in Amazon SQS ( GDPR-AC-004 ) 0/0 v
Cinn araniilar annnnn +a Ahinata in Amasan CAIC / ANDD AN NNE 171 Ve
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VPC FlowLogs

ARYRDT 1LY —

F¥fE (UTC +00:00) AyE—J

2016-08-20
»  06:52:15 2 483162472715 eni-89c1e4c2 117.21.191.2 192.168.1.59 6000 8080 6 1 40 1471675935 1471675986 ACCEPT OK
»  06:53:11 2 483162472715 eni-89c1e4c2 130.193.122.52 192.168.1.59 42725 23 6 1 40 1471675991 1471676046 ACCEPT OK
v 06:58:14 2 483162472715 eni-89c1e4c2 190.52.165.194 192.168.1.59 45412 23 6 4 208 1471676294 1471676346 ACCEPT OK

2 483162472715 eni-89cle4c2 190.52.165.194 192.168.1.59 45412 23 6 4 208 1471676294 1471676346 ACCEPT OK

» 06:58:14 2 483162472715 eni-89c1ed4c2 117.212.100.85 192.168.1.59 65322 23 6 1 40 1471676294 1471676346 ACCEPT OK

> 06:59:06 2 483162472715 eni-89c1e4c2 185.40.4.123 192.168.1.59 5068 5060 17 1 432 1471676346 1471676406 ACCEPT OK

» 06:59:06 2 483162472715 eni-89c1edc2 184.105.247.235 192.168.1.59 18485 5351 17 1 30 1471676346 1471676406 ACCEPT OK
» 06:59:06 2 483162472715 eni-89c1e4c2 187.36.41.57 192.168.1.59 48583 23 6 3 156 1471676346 1471676466 ACCEPT OK

» 07:00:07 2 483162472715 eni-89c1e4c2 67.220.57.85 192.168.1.59 3977 23 6 2 120 1471676407 1471676466 ACCEPT OK

» 07:02:07 2 483162472715 eni-89c1ed4c2 219.71.212.96 192.168.1.59 47255 23 6 2 120 1471676527 1471676586 ACCEPT OK

» 07:03:11 2 483162472715 eni-89c1edc2 125.105.214.128 192.168.1.59 13571 3306 6 1 40 1471676591 1471676646 ACCEPT OK
» 07:07:15 2 483162472715 eni-89c1ed4c2 94.102.49.174 192.168.1.59 40894 808 6 1 40 1471676835 1471676886 ACCEPT OK

» 07:09:11 2 483162472715 eni-89c1e4c2 117.222.109.108 192.168.1.59 23239 23 6 1 40 1471676951 1471677007 ACCEPT OK

» 07:10:11 2 483162472715 eni-89c1edc2 179.232.249.66 192.168.1.59 49621 23 6 4 208 1471677011 1471677067 ACCEPT OK

> 07:10:11 2 483162472715 eni-89c1e4c2 103.213.251.95 192.168.1.59 38964 3306 6 1 52 1471677011 1471677067 ACCEPT OK
» 07:11:19 2 483162472715 eni-89c1e4c2 94.102.49.174 192.168.1.59 40894 9797 6 1 40 1471677079 1471677127 ACCEPT OK

» 07:14:57 2 483162472715 eni-89c1e4c2 222.186.34.223 192.168.1.59 6000 3306 6 1 40 1471677297 1471677307 ACCEPT OK
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Aperture ') Z7 @EJ.*E‘": Summary

Key Findings In the Cloud
* Your organization is storing ~-»
350 files in the cloud. 1 B &
« 30 files are exposed to people 1 3 350 1 3
outside your organization. Users Files Collaborators
« People from 6 domains have ou
permission to access your 4.29%
fles. =3
o —_——
« 8 files contain sensitive 15 GooD 84D
content and are shared Public Files - o

externally or are public.
Public files are accessible to anyone with the link. You

*ﬁ 5!;& 0) Saa877o IJ %*ﬁ I*ﬁ L, . T:Z::f:ﬁ-f shared publicly (4.29% of all files you're storing
EBDRE. URIITDEMBITHIC -
Bg 3— 6 |/7|_€_ I\ﬂz E‘Z 15 5000 20

External Files
External files are accessible to people outside your

organization. You have 15 files shared externally (4.29% of
all files you're storing in the cloud).

Sensitive Data
This section helps you understand how sensitive data is being shared outside of your

organization.

SENSITIVE CONTENT PUBLIC SHARED WITH EXTERNAL USERS
) P 0 1

S ra 1 1

n Sensitive Documents 2 4

{2 Sensitive Credentials 0 1

89 | © 2018, Palo Alto Networks. All Rights Reserved.



SaaS7 FV Iz T B 1RE

B
FINAR

SaaS7 7)) E®D

R 5 T—HRE
B :
FINAR =] / -
: #Fr[SaaS
JE—b1—H— :
GlobalProtect :
‘EE\ """ Cloud Service poeeee "’ fgﬁ
M :

2l , - s
] :
E n ........
AL
At SaaS 7 7 DAL RiESaas
BRBERI 7R
7 9t Rl

90 | © 2018, Palo Alto Networks. Confidential and Proprietary.



I— Vo bFLADEFAITSaaS7or R ETRIE

Aperture
1 T2 DRE

SaaS7 7Y OEEIL :
BB R 7 I dentity
7 7t A& {EH Provider

Tt s < SaaS7 7Y DI IURRAVPI—DI VTR
oy . R IT7AT 24— DT—5RE
T—REERE

91 | ©2018, Palo Alto Networks. All Rights Reserved.



I— Vo bFLADEFAITSaaS7or R ETRIE

Aperture
o] SAML {4t
~FJA—Hh-)

S
FINAR

NN = @ Identity
————————————————— l:IlLa\ FIIE Provider

QFBEFRICNGFWE
SSL-VPNiE#E

DEBNDTINART AN
SaaS7FIJIZF7HIER

@Aperture /ASAML{F 1t

92 | ©2018, Palo Alto Networks. All Rights Reserved.



s 7 7'Y) DYk

box S Y 33 x ™M &

Dropbox

Box Citrix ShareFile Confluence Dropbox GitHub Gmail Google

-m.mw
jive E n e servicenow ﬁ.
Jive Microsoft Exchange Office 365 Salesforce Secure Data Space ServiceNow Slack Enterprise Grid

OneDrive & SharePoint

227 'S G Suite Gortpice

Azure Storage Yammer Amazon Web Services G Suite Amazon S3 Workplace Google Cloud Storage

93 | ©2018, Palo Alto Networks. All Rights Reserved.



Public Cloud THIHRTSRX FL—P LD T—5 R

Amazon EC2

Amazon RDS

Amazon S3
Aperture
o | T—2RE
AP | -#miEmRE
P o IO T7REK




BRDS > RRAU—2T ElbzmlTd YA\ —E

WEsS WEDRZIE S5ICREIC

FETILD T 7 DED 35% J7AILL ATV ID BEHENES5(C
) [IRA ) 1R 2L

ks. All Rights Reserved.




%%74—#@Lﬂt§ﬁm

T7A—<vrD SIEM
57&57—’5] h“
Gateway
MineMeld
F EFT
NV i 7'-7 I‘jo‘yl‘
() OB

RIOAR) Xk
(MicrosoftZF)




Office 3652 XK T 74 7o +—ILTEH

=l ) A

KA
RIOAR) Xk MineMeld o
(MicrosoftZ) ineivie 2747 )4—)L

EBLELTT7 VT wh




